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CISSP-certified security professional with 4+ years in Cyber Security, network security compliance, risk management, and firewall 

governance across 4,000+ enterprise devices. Progressed from hands-on assessments to leading an org-wide firewall compliance 

program covering control automation (Skybox, AlgoSec NSPM), risk reporting to CISO-level leadership, and client audit support.

Experience

Information Security Analyst (Lead) Jan 2026 — Present

Infosys Ltd. Mumbai

• Lead the firewall compliance program end to end across Infosys and its subsidiaries: rule reviews, zone-to-zone access policy, 

hardening standards, reporting, remediation, and audit assessments for internet-facing, S2S/C2S VPN, ODC, and IoT firewalls, plus 

L2/L3 switches and routers.

• Automated previously manual and semi-automated compliance checks, cutting manual configuration effort by 40%, reporting 

cycles from 2.5 days to 2-3 hours, and remediation turnaround from 3-4 weeks to 7-10 days.

• Led the AlgoSec NSPM rollout from POC to implementation across ~900 firewalls, codifying the organization’s risk policy and 

baseline compliance requirements for Check Point, Palo Alto, Cisco Firepower (NIPS), and Cisco IOS/NX-OS.

• Identify risks in firewall rules, device configurations, and network segmentation (zone) violations, provide remediation 

recommendations and track them to closure, and drive formal risk acceptance of exceptions by IT and asset owners.

• Deliver on-demand compliance and risk visibility to the CISO, IT leadership, and security teams through custom Elastic 

dashboards, replacing time-consuming Excel-based reporting.

• Engage client stakeholders directly, presenting review reports and remediation closure reports, and provide audit evidence for 

ISO 27001, PCI DSS, and client audits with zero major findings in owned scope.

• Review the assessments of 4 junior engineers and coordinate remediation with asset owners and IT teams.

Information Security Engineer / Senior Information Security Engineer Oct 2021 — Dec 2025

Infosys Ltd. Mumbai

• Assessed 4,000+ network devices against security baselines, flagged critical misconfigurations with remediation 

recommendations, and tracked them to closure.

• Created platform-specific hardening standards and compliance checklists for Palo Alto, Check Point, Mellanox, and Cumulus.

• Optimized Skybox workflows to improve compliance validation and reporting efficiency for network security assessments.

Skills

• Core: Information Security Management, Security Compliance, Network Security Assessments, Firewall Rule Review & Hardening, 

Network Security Policy Management (NSPM), Risk Assessment, Vulnerability Management

• NSPM & Reporting: Skybox, AlgoSec, Elastic Dashboards

• Firewalls & Network: Palo Alto, Check Point (on-prem & AWS/Azure/GCP), Cisco ASA/FTD/Firepower/Nexus/IOS/NX-OS, Mellanox, 

Cumulus

• Standards: CIS Benchmarks, PCI DSS, ISO 27001

• Supporting Tools: ServiceNow, RSA Archer, CyberArk (PAM), Cortex XSIAM (SIEM)

Certifications

• Certified Information Systems Security Professional (CISSP) – ISC², Apr 2026 Verify

• Skybox Security Certified Vulnerability Control and Assurance Expert – Skybox Security Verify

• Infosys Certified Cyber Security Manager – Infosys Verify

• Infosys Certified Associate Cyber Security Consulting Advisory – Infosys Verify

• Infosys Certified Infra VM Specialist – Infosys Verify

• AI Security & Ethics (Pearson) – O’Reilly Media, May 2026 Verify

Achievements & Recognitions

• Winner of the Infosys organization-wide iHack Capture the Flag (CTF) 2025, after placing runner-up in 2023 and 5th overall in 2022.

• Presented “Firewall Chaos: Automated Policy Management” to the entire security department at ISG Talks (Feb 2026).

• Received the Infosys Insta Award for network security assessment work on a key subsidiary account.

Education

Sandip University – B.Tech in Cloud Technology and Information Security – 8.7/10 Sep 2021
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